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Regulations and Standards
Disclaimer

The following slides provide a subjective interpretation of the
relevant regulations and are intended for informational purposes
only. They do not constitute legal advice. For specific legal
guidance, please consult a qualified professional.

@ MICROCHIP



Eu Cyber Resilience Act
Agenda

* EUCRA

* Basics and scope
Placing on the Market
Conformance Classes
Essential Requirements
Reporting Obligations
Timeline

* How does this affect me?
* Secure by Design process flow

* Does this affect FPGA/SoC based Designs?
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CRA Overview
Broad overview of CRA

* Covers ALL in scope Products with Digital Elements — Hardware and Software — placed on the EU Market
* Risk based assessment
* Excludes Medical, Automotive, Maritime, Military/Aerospace, National Security products (which have their own segment regulations)
* Aim is to improve Product Cyber Security
* including resilience to attack and reliability/robustness if/when attacked
* Increase product security posture from Product Concept through to End of Life
* Implemented via
* Broad product security ‘Essential Requirements’ for ALL conformance categories
* Enhanced ‘Secure by Design, Secure by Default’ practices
* Obligations on ‘Economic Operators’ (Manufacturers, Importers, Distributors)
* To ensure products ‘placed on the market” meet the regulations
* Vulnerability Management system in place to maintain continuous compliance
* Reporting Obligations - timely reporting and resolution of incidents
e Support Considerations
* Provide security updates for min. 5yrs from placing product on the market
* Requires new CE mark
* Declaration of Conformance signed by suitably responsible person
* Legally binding
* Fines up to 15M Euro or 2.5% of revenue for non-compliance
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Cyber Resilience Act

What is in Scope?
* Cyber Resilience Act covers ALL connected devices unless given an exemption
* Article 2 - Scope

Indirectly

Stand-alone Connected

Simple 1/0 - Wired
No

Connectivity =i e - USB Stick
w/ No Data
Directly
Connected Can be

- Wireless updated
-Wired

Protection of IP and security measures to mitigate cyber
related safety issues still required at product level
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EU Blue Guide

Explanation of ‘Placed’ and ‘Making Available’ on the market

|
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Dlstrlbutor Dlstrlbutor E Distributor

Used Product

Manufacturer or

1
1
e —-> Consumer .
Importer i i +n
when and as long as they are considered new.
—> A product is considered new until its first use
* As per Blue Guide, by the intended end-user.

* ‘Placed on the market” when [individual item] first made available
* Placement has NO historic inheritance of type or serial )
Products must meet all regulatory requirements
Performed by Manufacturer or Importer . -
. . , . . , at the time they are placed on the market within
Subsequent operation defined as ‘making available the EU or EEA territory.
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EU Cyber Resilience Act

Product Conformance Categories

|

Products with digital elements
(Default)

Any other product in scope
“products with digital elements made
available on the market, the intended
purpose or reasonably foreseeable use

of which includes a direct or indirect
logical or physical data connection to a
device or network.”

Harmonized Standard exists

Harmonized Standard exists

Examples: smart door locks, security
cameras, baby monitoring systems
alarm systems, Security information
and event management (SIEM)
systems, Physical and virtual
network interfaces, ....

Microprocessors / Microcontrollers
with security-related functionalities
Application specific integrated
circuits (ASIC) and field-
programmable gate arrays (FPGA)
with security-related functionalities

Internal Control Procedure (Module A) = Self-Assessment

Hypervisors and container runtime
systems that support virtualized
execution of operating systems and
similar environments

Firewalls, intrusion detection and/or
prevention systems, ....

Tamper-resistant microprocessors /
microcontrollers

Voluntary

Mandatory

Mandatory

EU-type examination procedure (Module B) + EU-type internal production control (Module C)

Critical

Hardware Devices with Security Boxes
Smart meter gateways within smart
metering systems as defined in Article 2
(23) of Directive (EU) 2019/944 and other
devices for advanced security purposes,
including for secure cryptoprocessing.

Smartcards or similar devices, including
secure elements

Full quality assurance (Module H)
|

Voluntary if EUCC exists Voluntary if EUCC exists ‘ Voluntary if EUCC exists Ma ndatory

CSA European Cybersecurity Certification Scheme (Assurance Level at least Substantial)

Legend: Semiconductor-specific I
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EU Cyber Resilience Act (CRA)

Key Requirements and Essential Requirements

Create and Vulnerability
maintain a Management
SBoM Process

Continuous Circulation
Compliance of Updates

Regular Threat
Security Modelling
Testing & and Risk

Review Assessment

9 Consider here the impact on the product development process A3\ MicracHe
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In Scope Products
Impact on Product Design, Manufacture and Lifetime Support

* A Product with Digital Elements is expected to....

‘protect the availability, authenticity, integrity and confidentiality of

sensitive or important data or functions’ iom e 1, sc eiing o an event having severe impact

* The inability to achieve these requirements is deemed a ‘severe vulnerability’ and
is expected to be rectified asap inline with the vulnerability reporting obligations

‘Be designed to ensure an appropriate level of cybersecurity based on the
risks’
* Follow ‘Secure by Design, Secure by Default” guidelines
* Threat Analysis and Risk Assessment to determine product risk category
* Performed from product concept thro’ end of life
e Business Risks should form part of this assessment
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EU Cyber Resilience Act
Reporting obligations (Article 11)

A manufacturer shall notify any actively exploited vulnerability contained in the product with digital elements that it
becomes aware of simultaneously to the CSIRT designated as coordinator, in accordance with paragraph 7 of this
Article, and to ENISA. The manufacturer shall notify that actively exploited vulnerability via the single reporting
platform established in Article 11b.

Type of reporting Actively exploited vulnerabilities Severe incidents

negatively affects availability, authenticity, integrity or
confidentiality of sensitive or important data or functions or has
led or is capable to lead to the execution of malicious code

Early warning <24 h <24 h

Notification <72h <72h

Final reportincl.

1. a detailed description of the incident, including its severity
and impact. <14 <1 month

2. the type of threat or root cause that is likely to have days after availability of solution / patch / fix after submission of the notification
triggered the incident.

3. applied and ongoing mitigation measures.

Date of applicability: 21 months after entry into force of the regulation
A8\ MicrocHP



Cyber Resilience Act (CRA)

Timeline

Design Decision Period
Available Design Time

Test House Engagement

Final integration and Pre-Testing
Test House Congestion
Manufacturing and Delivery

12
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CRA Design Process

‘Secure by Design’ process for CRA

Simplified

Test

SBoM

e -

SbD

Conformance Categorisation

Controlled Build Environment

Secure Update

Vuln. Mgmt.

Long Term Obligations

Continuous Maintenance & Vulnerability Management

Technical Documentation
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EU Cyber Resilience Act
Does this affect FPGA based Designs?

* Does CRA affect FPGA based designs?

@ MICROCHIP



15

EU Cyber Resilience Act
Does this affect FPGA/SoC based Designs?

* If your design is in scope then, yes.

* Many additional requirements
* Product, Process, Testing, Support, Maintenance

* Additional Design Considerations
* Threat Modeling, Risk Analysis, SBoM,

 Additional Business Considerations

* Long term support and continuous compliance obligations, development
complexity impact, new skills required, legal obligations on the company and

DoC sighatory
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EU Cyber Resilience Act
Wrap-Up

* EU CRA enforcement starts on 11Dec27

* It has a significant impact on how a product can be placed on
the EU Market

* The cyber aspect of design has legal obligations on the
manufacturer

* The time to engage is now
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Thank TYou!



