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Motivation for MMU (1/3)
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Attribution: https://www.baeldung.com/cs/virtual-memory-why

Allow software to use more memory than physically available



Motivation for MMU (2/3)
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Attribution: https://www.baeldung.com/cs/virtual-memory-why

Handle Memory Fragmentation



Motivation for MMU (3/3)

© Breker Verification Systems, Inc.  All rights reserved.                                                             6

Attribution: https://www.baeldung.com/cs/virtual-memory-why

Isolate memory accesses across processes

Garbled Result
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Virtual Memory Mapping
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Attribution: https://www.baeldung.com/cs/virtual-memory-why

Each program sees a virtual address (VA) that is mapped to a physical address (PA)

Virtual Addr
(VA)

Physical Addr
(PA)



Virtual to Physical mapping via Page Tables
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Attribution: https://www.baeldung.com/cs/virtual-memory-why

Each program gets a multi-stage page table lookup
• Having multiple levels of page tables reduces overall memory usage

Virtual
Addr
(VA)

Physical Addr
(PA)



Virtual to Physical mapping via Page Tables
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Attribution: https://www.baeldung.com/cs/virtual-memory-why

TLB Cache store a copy of previous table walks to improve performance
• Software must flush appropriate entries from TLB when page mapping is changed



One Stage Address Translation Page Table Walks
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Attribution: https://clownote.github.io/2021/03/06/xv6/Xv6-page-table/

• Build up sparse tree of page directories
• S/U mode



Hypervisor and Two-Stage Address Translation 

© Breker Verification Systems, Inc.  All rights reserved.                                                             12

Attribution: https://clownote.github.io/2021/03/06/xv6/Xv6-page-table/

vsatp hgatp

Guest
Virtual

Address
(GVA)

Guest
Physical
Address

(GPA)

Physical
Address

(PA)

virtual-VS/VU-mode
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Vignettes from the RISCV ISA: satp CSR
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Vignettes from the RISCV ISA: sfence.vma instruction
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Vignettes from the RISCV ISA: Page Table Entries
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Vignettes from the RISCV ISA: Virtual Address Translation 
Process
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MMU & Hypervisor Test Plan: Select Privilege Level
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MMU & Hypervisor Test Plan: User Mode
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MMU & Hypervisor Test Plan: Setup one-stage address 
translation

© Breker Verification Systems, Inc.  All rights reserved.                                                             21



MMU & Hypervisor Test Plan: Select operation
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MMU & Hypervisor Test Plan: Do store operation
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MMU & Hypervisor Test Plan: Allocate virtual address
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MMU & Hypervisor Test Plan: Page Map physical to virtual 
address
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MMU & Hypervisor Test Plan: Pick PTE Flags
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MMU & Hypervisor Test Plan: Complete Scenario Model
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Leaf PTE Flags

Non-Leaf PTE Flags

PTE/VPN addr 
selection

Stage 1 & 2 mode
Selection 
(Sv39,Sv48x4 etc)

Load/Store/Exec 
Ops

S/U/VS/VU Priv 
levels

2.23e+138 possible
Planning paths!

Call graph of C/C++ program
with select() operator
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MMU One-Stage Address Translation Example
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Sv39 mode + root PPN

L0 PTE with fault

Predicted PTE Traversal

TLB Flush instruction

Store to virtual address

Self-Checking Test



MMU Hypervisor Two-Stage Address Translation Example
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2 stage translation 
predicted page walk 
addresses

Coverage of all 
possible page faults

Load/Store/Branch to 
and from virtual 
address

Manage address sign
extension



Example Customer Bugs and ISA Misinterpretations

⚫ Guest Page Fault vs (Host) Page Fault mcause for Hypervisor

⚫ Code Prefetch past end of mapped page

⚫ Request to support Sv39 for G-stage translation

⚫ Failing to take page fault for bad PTE Flags 

© Breker Verification Systems, Inc.  All rights reserved.                                                             31



Agenda

⚫ Why do we need MMUs ?

⚫ Virtual Memory and Page Table Walks

⚫ RISCV ISA MMU & Hypervisor Specification

⚫ RISCV MMU & Hypervisor Test Plan

⚫ Example MMU Test Cases

⚫ Debug, Coverage and Deployment 

© Breker Verification Systems, Inc.  All rights reserved.                                                             32



Debug Failing Test 
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Failing Task
Mem address and 
predicted data used by 
failing task

Failing Error

Even Id relates 
error to source



Analyze & Close Scenario Model Coverage 
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Path has been exercised

Path remains to be exercised



ISA Specs, Test Plans and Coverage
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ISA Specification RISCV Test Plan Coverage Reports



RVA23 Profile Coverage Roadmap
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Single Hart vs Multi-Hart + SoC
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Tr ekSoC
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Scenario
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Tr ekSoC

Cache-Coherent Switching Fabric

CPU CPU CPU CPU

L1 L1 L1 L1

L2

CPU CPU CPU CPU

L1 L1 L1 L1

L2

…

L3 Cache / Snoop Filter

Memory
Controller

Memory
Controller

Offload

Compiler

test.ctest.ctest.c

TrekBox

test.ctest.ctest.tbx

PCIE Ethernet

PCIE
VIP

Ethernet
VIP

Scenario
Model

Virtualized OS Services

Testbench control needed for 
• External Interrupts, 
• IOMMU, 
• Debug Extension 

Multi-core tests needed for
• AMO/atomics
• CMO/cache flush, invalidate 
• RVWMO Memory Ordering 



Breker Technology Overview for RISC-V
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Debug & 
Profiling

Coverage Constraints

TB/Env mapping

Test Suite 
Synthesis

(Planning Algorithms)

Abstract 
SystemVIP

Library

RISC-V CoreAssurance 
SystemVIP

RISC-V SOCReady 
SystemVIP

Cache/System Coherency
SystemVIP

Other SystemVIP
(Security, etc)

Memory
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System
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Control
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Coverage 
Analysis

Trekbox
Report / logs

⚫ EDA Test Generation Tool company

⚫ RISCV Core and SoC System VIP products

⚫ 17+ Commercial RISCV Deployments
o 4+ open-source RISCV deployments

⚫ Support organization of RISCV SME’s 
o Help customers understand spec

o Issue tracking, escalation, etc.

⚫ Track Record: 
o 100% compliance + verification of x86_64

o 10+ years on ARM SoC verification 

HW (UVM)
Tests

SW (C)
Tests

Custom
C++ OR PSS

e.g. Qemu, 
SAIL, SNPS

Stimulus Checks Coverage Debug



Thanks for Listening!
Any Questions?
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