II." T=SSO0OLVE

A Hero Electronix Venture

How to perform FinTech Testing

Packed with practical guidance to ensure that you implement and deliver the
right test approach, including automation, that will enable you to meet your
business objectives and achieve the best ROI.

FinTech Testing

FinTechis short for Financial Technologies and is the term used to represent
the digitalization of traditional financial services. FinTech technologies are
undoubtedly going to disrupt and define how financial services operate inthe
future, for example they will shape how consumers interact with banks and
how we pay for items online. Traditional financial organizations are going to
have to adopt and embrace the FinTech revolution or risk getting left behind.

Inrecent years there has been alarge increase ininvestment and level of
interest in the FinTech market:

» PwCs insightin FinTech Report highlighted that more than 80% of
traditional financial services are threatened by the FinTech revolution.

« Gartner predicts that by the end of 2019, 25% of retail banks will use
startup FinTech providers to replace legacy online and mobile banking
systems.

FinTech Services Can Be Separated into The Following Categories

Mobile
Payments
Money
Transfers
Asset
Management
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FinTech Testing

TheFinTech model creates severaltechnical challenges fortestingand QA. A
typical FinTech start-up delivery approach is fast paced, agile and extremely
customer focused. Quality Assurance must respond with a testing approach
that enables the fast delivery with regular software releases and is stillable to
measure quality.

Atesting approach must focus on continuous integration and automated
regression, so as daily codedrops are released then testing can ensure
a good coverage of features without slowing down the delivery. A
reliance on any manualtesting mustbe kepttoa minimum, with a focus
on any key features or priority issues.

Automation Performance User

Testing Testing Experience
Data Security
Quality

As with any financial services company, security must be a high priority to
ensure the company and customers details are protected. Finally, one of the
main success factors of FinTech companies, compared totraditional financial
organizations, is the focus on user experience. Testing must ensure UX is
included inthe process with a continual feedback loop into development, with
UX testing considerations initiated from the start of any new project.

Automation Approach

FinTech delivery is lean and quick, with a focus on an agile / continuous
integration development process. Operational efficiency isanecessity forany
FinTech. Anautomation framework is essential to enable this transformation,
helping toincrease quality whilst in parallel reducing the amount of effort and
spend on managing the testing. Also, to maximize the benefit of any
automation strategy there must be a good working cooperation between
development and test.

The following looks at some ofthe key areas to consider when automating
integration with third-party payment gateways and the test scenarios.
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Mostofthecommonpaymentgateways provide aweb-basedintegration
which can be easily tested using Selenium and direct GUI less library.

First need to identify web elements using various locators.

Verify each calltothird-party payment gateway contains unique id which
can be used later to cross verify the transaction on both sides.

Writeteststoverify bothsuccessandfailure scenarios. Create mind map
of positive and negative scenarios, thenlook how they can be translated
into automate tests.

Payment gateways provide test data to verify various scenarios (e.qg.
invalid CVV, blocked cardetc.).

Try to simulate internal failures and test how those are handled. e.g.
paymentgateway returnedsuccess, buttransactionfailed duetointernal
issue

Write teststocheck noresponse scenarios and call back after that.

Verify the data stored in DB, itis encrypted. Review latest data privacy
laws such as GDPR to ensure required standards are met.

Verify data passed to payment gateway is encrypted and transferred
over https only.

Validate no sensitive information is passed to or received from payment
gateway

Verify cross currency transactions to understand how the system
processes different currencies and complications itmay create.

Payment Processing Manual Test Scenarios

The next section outlines some of the manual test scenarios that should be
considered when performing online payment processing testing:

1.
2.

Data should be transferred securely over https (not http).

Sensitive data (e.g. card number etc.) should always be transferred
encrypted.
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Sensitive data, if stored in DB, should be stored in encrypted form.
Allthe data should be transferred using session ids with auto expiry.

In case of parallel transactions, accounting in the main account should
be synchronized and should not allow multiple transactions to update in
parallel.

All transactions should maintainatomicity.
Transactions should be allowed based onthe defined rules only.

In case of integration with third party payment gateways, allinteractions
should happen securely from only white-labelled IPs i.e. it should reject
all requests coming from unknown (public) IPs.

Ifany third-party payment SDKis used, then alltransactions should have
a unigue external id which should be different from internal id used
within app.

There should be some ways to validate that the requests are coming
from authentic users (by using user’s device specific id etc.)

There should an auditing system to alertin case of fraudulent/suspicious
activities and to resolve any issues faced by users.

Data should never be deleted. It should be archived ifrequired

System should be capable to handling many concurrent user sessions
and requests

There should be at least one backup server to process requests if main
server fails.

Accesstodatabase should be highly secure and should be allowed from
white labelled IPs only.

FinTech Test Summary

FinTech companies are revolutionizing how financial services are delivered
with a focus on fast paced agile delivery and user experience. QA willneedto
focus on the following key areas to ensure it continues to add value to the
process:
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» Security —don’t waitto come under attack, build inapplication security
from the start.

« Data Quality - ensure data is correct / secure /and compliant to the
latest regulations.

o Continuous Integration —implementthe rightautomation framework to
meet your objectives.

o UX(User Experience) Testing — provide first class UX experience.

« Performance —ensure your platform/services continuetowork atpeak
times.

Tessolve are helping FinTech organizations around the world deliver
products and services thatarereliable, safe, and secure. Our consultants are
trained to increase the effectiveness, efficiency, and coverage of your
software testing. Establishing our automation Centre-Of-Excellence has
enabled Tessolve to build a wealth of automation expertise and
experience. Tessolve will ensure you implement and deliver the right test
approach to enable you to meet your objectives and business demands,
plusensureyour ROl isachieved.

Discover How Tessolve Can Help with your Fintech
Testing

Wwww.tessolve.com
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